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KnéepcurypHoct B Mnpycrtpusa 4.0

BvBeaeHue B ocHoBuTe Ha NHaycTpua 4.0 n npobnemMmmnte CBbpP3aHU C KNB6epCUrypHoCTTa
20/09/2023



KnéepcurypHoct B Hayctpua 4.0

CbabpXXaHue

TeMa

BbrBeaeHne B NHAycTpua 4.0

Ethernet mpexun n UHaycTtpmnanHu Ethernet mpexn
Modbus NnpoToKOa 1 MOoAeNn Ha KOMYHMKALMUS
MyénnyHo aoctbnHm ICS cncremu

HapacTtBaHe Ha BATbpHaA eHeprusa npes 2022
Cb3aaBaHe Ha SCADA moaen v npUMepHU aTaku
[Jo6pun npakTnkn 3a 3awmta Ha (ICS) / SCADA

Bupoeo pemMoHcTpauus
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BpemMe 3a npe3seHTUpaHe
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2 MUHYTHU
6 MUHYTHU
3 MUHYTHU
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BvBenaeHne B HaycTpua 4.0

(IA) (ICS)

NHAaycTpuanHa NHAOYyCTpuanHu
ABTOMaTU3auUmnd KOHTpOMHU
Cucremu

(IIoT) (SCADA)

NHAaycTpuaneH HapsopeH
NMHTepHeT Ha HewlaTa KoHTpon
n
CbbupatHe
Ha

[1aHHN
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(OT)

OnepaunmoHHu
TexHonormum

(DCS)

AnctpnbyTmnpaHu
KoHTponHn Cucrtemu
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BvBenaeHne B HaycTpua 4.0
ICS I= SCADA '= DCS = PCS (PA)

(ICS) (SCADA) (DCS) (PCS/PA)
NHAOyCcTpuanHu Han3opeH OnctpnbyTmnpaHu Cucrtema 3a
KOHTPOJTHU KoHTpon KoHTponHn Cncrtemu KOHTpPOJ1/aBTOMaTmM3aums
Cucremu n Ha
CbbupatHe npouecuTe
Ha
[1aHHN

/ICS: O6wo HamMmeHOBaHMe
SCADA: Nlnonsma obnacr

PCS: lNpouecHa cTbnkKa
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NMuaycrpuanHa KoHTposnHa CucreMma

YcTponucTtBo nnu Habop oT yCTpoMCTBa, KOUTO ynpasasBaT, KOMaHABaT,
Haco4uBaT UM perynuparT noBeaeHneTo Ha ApYyrn yCTpoucTtea uUam
CUCTEMUN, CBbP3BaAnNKM KnbepHetnyeH nu dunsnyeckn CesT.



[Tpumepn Ha HOQYCTpuanHM CUCTEMU

« HedTonposoaun u
ra3onpoBsoau

* [1lpon3BoOACTBO,
NpeHoC U
pasnpenesieHne Ha
eNleKTpoeHepruns

« XMMmMyecka
obpaboTka u
onepauuu

* [lpon3BoACTBO Ha
XpPaHW, HANUTKW,
nekapcrtsa u ap.
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[Tpumepn Ha HOQYCTpuanHM CUCTEMU

Water & Sewage Electricity Wind
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ApXUTeKTypa Ha VHOYyCTpuanHM KOHTPOJTHU CUCTEMU

Manipulated Controlled
variables Controller variables

Actuators Sensors
Process Process
inputs outputs

Controlled
process >

vV V
I I
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ApXUTeKkTypa Ha VHOYyCTpuanHM KOHTPOJTHU CUCTEMU

* Process Value

Architecture of Industrial Control Systems + Setpoint
_ - Manipulated Variable
Programmable Logic c
» Error

Controller (PLC)

Setpoint
Controller |}

Actuators

Error

Sensors

Process .ExaL”e“;’LZS(je

Value « Vibration

Examples:
« Tank Control
« Motor control
« Rotary control

Manipulated Disturbances:
Weight, size, shape

KnbepcurypHocT B UHaycTpus 4.0 9
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Odunc mpexu / UHAYCTpUanHN Mpexu

Office Industrial Control System

Supervision Network Production Network

© 2023 TY-Codus | EBreHn Cnbes
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Odunc mpexu / UHAYCTpUanHN Mpexu

Office

Corporate IT
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~. ERP server

Production management
systems

Industrial Control System

|
Engineering |
:Q\: Stations
Supmision
Consoles
Industrial
networks
Historians /
Logging .
b, Sensors Robots Drwgs

Supervision Network

o e ,
g <)
m =

L -b

.{':r‘,_

Production Network
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NcTtopua po Nuayctpua 4.0

Q00 C))

1784 1870
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CbBpeMEeHHUAT YMeH

Cloud ‘
Computing

Artificial
Intelligence (AI)
and Robotics

© 2023 TY-Codus | EBrenn Crbes

3aB0O/A

Smart
Sensors

Additive
Manufacturing

Big Data . '
Analytics ;

Virtual and
Augmented
Reality

KnbepcurypHocT B UHaycTpus 4.0
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[Mon3n ot UHOycTpusa 4.0

© 2023 TY-Codusa | EBreHn Crbes

MoBuweHa
6e3o0nacHoOCT

MoBuwieHo
Ka4yecTBO U
e(eKTUBHOCT

ﬁé&%%%
© 7
A=
Neo—

i
D
[ ]

MoBuwaBaHe Ha 6u3Heca

HamansHe Ha pa3xoauTe

HamMmansiHe Ha oTnagbuuTe
n pecypcurte

Kn6epcurypHoct B UHAycTpus 4.0
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Ethernet mpexun n NHaycTtpunanHmn Ethernet mpexu

« Environment: office
« Performance: best-effort
« Reliability: best-effort

 Network topology: tree /
star

« Lifetime: >3 years

© 2023 TY-Codusa | EBreHn Crbes

Environment: industrial
Extreme temperatures
Noise and vibrations
Exposure to chemicals, dust
Performance: real-time
Reliability: redundant / HA

Network topology: bus /
ring

Lifetime: >10 years




Ethernet mpexun n NHaycTtpunanHmn Ethernet mpexu

Office networ

ﬂ Pump is open,

.. Levelis 210,

Speed is 20%
1 alarm up

“v

Basic control loop and PLC sub components

What's up in th
?
field: DA server Domain
server

What's up in the

Pump is open,
Level is 200,

gl Speed is 20%
ield: CONTROL SYSTEM 1 alarm up

© 2023 TY-Codusa | EBreHn Crbes Kn6epcurypHoct B UHAycTpus 4.0 16



Modbus nNpoToKoO/

Enter Settings

[&] simply Modbus Master 8.0

Send the Request

[(naBeH/lNogunHeH

/

Set Response Data Types View the Results

Log Results to a datafile

=10l x|

s 1) e carrotes

mode  COMport baud data bits stop hi opy down register#  bytes
i Equ Stringa || 40001 [|556E €374 T Unit23-A text label
Slave ID First Reglster No. of Regs § 16bit UINT || 40005 FFFF 65535 unsigned integer
[ 1sbit INT || 40008 8000 -32768 signed integer
- || P fret w Use defaults 5 32hit UINT || 40007 || FFFF FFFR 4294567290 unsigned integer
JbyteID  code m|nusD;1e register size [ 32bit INT || 40009 || 2000 0000 -2147433648 signed integer
- 3 ilﬁblt registers e 32bit Float || 40011 || 437E E2Ce 254.88583 floating point value 1
S ’ E 32bit Float || 40013 || 4202 C328 34.69057 floating point value2
Request/ ’ e 37bit Float || 40015 || 227D 72ER 6337004 floating point value3
0L 03 00 00 00 14 44 BE l SEND’ I H[32bit Float || 40017 || 2107 o=a3s 8.440971 floating point value4
Fe g 7
L 8bit UINT || 40019 ao 0 unsignied integer
I load before send ~ respanse tme (seconds)[ 0.5 ] |aemsses—ons o0 0 Unsigned integer
Response [ fail inf’ 2.0 d sbits 40020 a0 0000 0000 status 1-8
DA 02 2& 55 6E &3 74 22 23 2D 41 FF 2l |4 ghis || 40020 a7 0000 0111 status 9-16
FF 80 00 FF FF FF FA 80 00 00 00 43
7E E2 C& 42 OA C2 26 42 7D 7A EB 41 ||
07 0E 28 00 00 00 07 &C EF -
[V High byte first expected response bytes r
send ) [ RTS delay(ms)
[+ High word first GCEF continuously response time || 0.5 max 0.6 oN 4
time between sends  "ESPONSes 4 avg || 0.525 T 0
(Sm-'E CFG] (RESTORE CFG) (WRITE](ABOUT] §{—||—|10 = failed || 0O min|l 0.5 Or 5 i
2 P % d
Ctrl+H for context help [Cremoveecho [T reset(3) | SAVE BYTE b;:;—s@)
2015/10/01 23:36:27 >»> OA 02 00 00 00 14 44 BE
2015/10/01 23:36:27 < OR 03 28 55 6E &9 74 32 33 2D 41 FF FF 80 00 FF FF FF FA B0 00 00 00 43 7E EZ Cs
4z 0 C3 26 42 7D TA EB 41 07 OE 38 00 00 00 07 &C EF -

=l

ID match ‘ Ctrl-H for context help
fc oka . ¥ High byte first [ add random noise
mode Y ¥ High word first % reading
1st register req First Register req
coMport 3 1| | [ oooE || (I registers  hex value hex N
data found =
baud rate § 9600 found in block ? ouln |l 40012 fo00z | 50.0000 | foiE
databits 3 8 Data Type |[_16bitINT M40013 Toooc| 400000 | ooz
top bits 7
ste 'Ity': N1 numberofregs  # of Registers ] 40014 [ooon|| 50,0000 | 003z
parity one
[oooe | [ 1 40015 60.0000 |  ooac
savelD CRE Expected CRC arc ok [M40016 [ooor] .0000 |  ooss
Respond to all Slave Ios [ || BE71 || || E571 || o

Latest Request received

Latest Response given

1 ) Master

Source: http://www.simplymodbus.ca
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0& 02 00 OB OO0 06 EE 71

0a 02 OC 00 1E OO0 E2 OO0 2EZ 00 2C 00 46 00 EO E4 71

[ ]

=

(SA\.I'E CFG ] [F‘.ESTDRE CFG][ DATA ][ ABOUT ]

Clear Bytes @

SAVE BYTES

lock Scrolbar at bottom [

20150903

Z0LE/ 05703
2015 09502

2015 03703
Z0LE/ 05703

16:

1&:
1&:

1&:
1&:

49: 36

E0:
50:

27
a7

E0:
E0:

£z
£z

= 04 03 08 00 1E 00 28 00 32 00 3C 3F Z4

== 0OA 02 00 OB 00 0O EBE 71

< 04 03 0OC 00 1E 0O 28 00 22 00 2C 00 00 00 o0 0& 92

== 0OA 02 00 OB 00 0O EBE 71

= QA 02 0C 00 lE 00 25 00 22 00 2C 00 4€ 00 B0 E4 71

[ ]

=
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Modbus npoTtokon - Cneundpukaummn

« Runs on Ethernet Physical Layer

« Default TCP port 502

« Not the same as Modbus over
TCP/IP (which includes a

A \Modbus RTU

Slave ID

CRC

CheCksum) Ti ction ID Protocol ID Length Unit ID
« Multiple slaves (255) can be bl [eLoco en ni

behind a single IP address
« Master establishes connection with < MBAP Header > PDU s
the Slave < Modbus TCP >

« Slave waits for incoming
connection from the Master

Source https://ipc2u.com/articles/knowledge-base/detailed-description-of-the-modbus-tcp-protocol-with-command-examples/
© 2023 TY-Codus | EBreHn Cnbes
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BepTMKaJ'IEH MOA€E/NT Ha KOMYHUKaAUWNA

LAYER 3: SITE MANUFACTORING OPERATIONS AND CONTROL

F 9 9 9 09

ENGINEERING WORKSTATIONS  PLANT HISTORIAN PRODUCTION SYSTEMS IT SERVICES (DNS; DHCP..) FILE SERVERS

Layer 3: Site Manufacturing Operations
and Control. e.g. primary historian
server and engineering workstation.

. LAYER 2: AREA SUPERVISORY CONTROL
Layer 2: Area Supervisory Control.
Contains the ICS server and HMls

| . m——
CONTROL ROOM
ALARM SYSTEMS ~ WORKSTATIONS

Layer 1: Local Control Zone.
Contains physical field devices
(e.g. PLC, RTU and local HMI)

LAYER 0: PROCESS

Layer 0: Instrumentation Zone.
Contains sensors and actuators

QIO0-Link

ACTUATORS SENSORS

4-20 mA DC

© 2023 TY-Codus | EBreHn Cnbes KnbepcurypHoct B UHaycTpusa 4.0 19



BepTukaneH moaen Ha KoOMyHukauusa cnopen ISA95

The intercommunication between the devices, as well as the communications between
levels are of high importance and relevance. Two main groups of intercommunications
can be defined as: Horizontal communications and Vertical Communications

Level 4
ERP, CRM, Business Planning

Level 3
Historian, MES, Batch Systems

Level 2
HMI, SCADA

Level 1
PLC, RTU

Level O
Sensors, Signals

© 2023 TY-Codusa | EBreHn Crbes Kn6epcurypHoct B UHAycTpus 4.0 20



CuTyaumsiTa KbM gHewHa aata -> [ybnmyHo goctonHu ICS cucrtemun...

Jun/06/2017

10 :34 :34 AM 1 TON BATCH PROCESS SYSTEM

B Batch Process Engineering/
Raw Materials Management Automation
Reaction Filtration Paste Making
System System System
i Batch Process Procurement &
Final Product Pre-Post Final Product
Analysis Management

1
MoHUTOp 3a
_I:_/I:XK:MGE: / CtpaHuua c nperneg,
TeMAeDpaTybHu nokasBsalla cuctema 3a
U KO poc%l-|pm napTuaeH npouec u
P onuusa 3a aBapunHoO
nokasaTesnu

cnupaHe (e-stop)

3

MeHI0, NoKa3Ballo MHCTPYKL NN
M NOKAa3aHuSA 3a WnuHAEeNn u
NPOABL/IKUTENHOCT Ha UUKInUTe

4 ) Ny6nnyex HMI
Ha MHCTPYMEHT
3a OorbBaHe

© 2023 TY-Codusa | EBreHn Crbes Kn6epcurypHoct B UHAycTpus 4.0 21



HapacTBaHe Ha BATbpPHa eHeprua npes 2022

Renewable generation capacity by energy source

® Hydro = Solar = Wind = Others

At the end of 2022, global renewable
generation capacity amounted to
3372 GW. Renewable hydropower
accounted for the largest share of the
global total, with a capacity of
1256 GW.*

Solar and wind energy accounted for
most of the remainder, with total
capacities of 1053 GW and 899 GW
respectively. Other renewable
capacities included 149 GW of
bioenergy and 15 GW of geothermal,
plus 524 MW of marine energy.

Source: https://www.irena.org/Publications/2023/Mar/Renewable-capacity-statistics-2023

© 2023 TY-Codus | EBrenn Crbes

Renewable power capacity growth

GW
4,000

3,500
3,000
2,500
2,000
1,500

1,000
500

0

2017 2018 2019 2020 2021 2022

m Hydropower

Solar

B Wind

Capacity added in 2022

HBioenergy M Geothermal

GW
200

175
150
125
100
75
50
25
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ICS Cyber Kill Chain - lNpunoxeHne B HalweToO AEMO

Office I
Network E

| Office Network Workstation |

Control Room
Operator Station

il

| Controlled Wind Farm |

© 2023 TY-Codus | EBrenn Crbes

Firewall

TABLE ITI. ICS Cveer KiLL CHAINFOR SCADA TESTBED
JCS Cyber Kili Description SCADA wind
Clain Steps Sarm testbed
, The attacker identified and Email
Reconnmssance .
researches the targets reconnalssance
The art_acl: tools set 1s packaged Macro in MS-
Weaponization for dE_IJ\'gﬂ' AR and Office
exploitation into PDF or MS a A
Office file feume
The attack tool package 1s
: delivered to the target via email . .
Delivery attachment, website or USB Phishing email
devices
The artack tool is executed
Exploit exploiting the system through the | Malware
vulnerabilities discovered
The weaponized tool leverages
) . domain privileges and then Dowmain admin
Instal/Modiy creates a backdoor to allow hash theft
persistence.
Command and Sever “m:i::dt tll'” fmckd  ated Metasploit
Control ptlnmetur Al Can ComnumIcar erver
with the attack tool
. The attacker achieves the Execute ICS
J::': 32:; objective such as data exfiltration. | amack —
] ) sabotage, data deletion shutdown/break

KnbepcurypHocT B UHaycTpus 4.0 23



[TpMepHN aTaku

Different attack types:

* DoS

* Ransomware [1]

« ZDA ( Zero-dynamic attack) [2]

Hacker

Control Station

[1] Source: https://www.blackhat.com/docs/us-17/wednesday/us-17-Staggs-Adventures-In-Attacking-Wind-Farm-Control-Networks.pdf
[2] Source: https://www.mdpi.com/2076-3417/11/3/1257
© 2023 TY-Codus | EBreHn Cnbes

Biding attacks

All attacks are based on low-rate
Denial of Service attacks.
Selected customer agents act as
the attackers. Two levels of
attacker sophistication

- Static: Low level of
sophistication, attacker selects a
fixed target

+ Adaptive: An escalated state,
attack traffic redirects after an
architecture transition

Different Combinations
of Attack Strategy

- Burst Attack: Attack traffic
transmitted for 250 seconds

« Continuous Attack: Attack traffic
transmitted once triggered until
the end of the simulation

+ Sequential Attack: Two Burst
instances at critical stages of
the control process

KnbepcurypHoct B UHaycTpusa 4.0 24



SCADA Moaen - Cb3naBaHe Ha [lpoTtoTun

YN

=

KnbepcurypHocT B UHaycTpus 4.0 25
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SCADA Moaen - ®nHaneH Moaen B npouec Ha Cb34aBaHe
Jlokauusa: PabotunHuua

© 2023 TY-Codus | EBrenn Crbes
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SCADA Moaen - ®unHaneH Moaen
Nlokaumna: TY-Cousa (7-mmn 6nok - YHUTE)

© 2023 TY-Codus | EBrenn Crbes KnbepcurypHoct B UHaycTpusa 4.0 27



SCADA Mopen — ®nHaneH Moaen

© 2023 TY-Codus | EBreHn Cnbes KnbepcurypHoct B UHaycTpusa 4.0 28



SCADA Moagen - HMI KoHTponeH lNaHen

HMI Control Panel

© 2023 TY-Codusa | EBreHn CnbeB KnbepcurypHocT B UHaycTpus 4.0 29



SCADA Mogen - Modbus Cepebp KoHpurypauma Ha PLC

TCP Server

MBConfig

Harme Data type Start value R . ':'.'EDE'IE!
<41 T Static MB_SER‘:"ER_
&= ¥ COMNECT | TeomM_IP va T W150.2 Lol
& = Interfaceld " HW_ANY 64 “Tag_10" MB_SERVER
- u | 5] COMN_OUC 1 _I I_ EN ENO
0| L ConnectionType Byte i1 £ i 5 %
<] ] ActiveEstablished  Bool false 7-© = DISCONNECT NDR — MECﬂr‘lﬁg DR
4 = +* RemoteAddress IP_V4 PIDBE3.DBXD.0 DR —i"MECenfig”.DR
-a = ¥ ADDR Arrayl1.4] of Byte *ModbusDataDB". ERROR — MEConfig” .ERROR
< "  ADDR[1] Byte 192 RECEIVE — MB HOLD REG STATUS — "MBCeonfig” STATE
a =  ADDR[2] Byte 168 = =
< = ADDR[3] Byte 1 ———__ "MBConfig".
a =  ADDR[4] Byte 123 CONNECT — cONMNECT
-0 | L] RemaotePort Llint 0
e = LocalPort Lint 502

© 2023 TY-Codusa | EBreHn Crbes KubepcurypHoct B UHAycTpus 4.0 30



SCADA Mopen - EnekTtpnyecka amarpaMa Ha CBbp3BaHe

24VDC
Motor

kA

24NDC

Wiring the S7-1200
CPU 1212C
AC/DC/RLY

P et e LI

A 4

Pyby=bperiar
S ey
———— =
’ E ] >—’ 120388 |

Imput Signal Simulator — 2 cases:
1.0n

Digital Output: 24 VDC

Fos s
L
F—1 : 0=
—
A i

r e
i o
SRR P Sty
— ——

Relay Outputs:

DQ.0 -= Motor

DQ.1 -= Start City LED

DQ.2 -» Red LED — Stop Motor
DQ.3 -= Start City LED

DQ.4 -= Start City LED

DQ.5 -= Greed LED — Start Motor

LEDs:
Black + (positive)
Yellow/Red — [neutral)

I

Attacker — C2

© 2023 TY-Codus | EBrenn Crbes

IO

Engineering PC

LAN

24V = 220V~

LA&N

TP-LINK Switch

HMI

KnbepcurypHoct B UHaycTpusa 4.0
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[MpMepeH PULLMHI UMenn oT AEMO

Inbox - phddemotest@ocutlook.co

File Home  Send/Receive Folder View Help Attachments Q Tell me what you want to do
~N = E
o X B Rh o @ BRHBE S
Open Quick Remove Save Save All Upload Select Copy Show
Print Attachment As  Attachments R All Message
Actions Save to Computer Save to Cloud Selection Message ~
@ PRODUCT NOTICE Outlook hasn't been activated. To keep using Outlook without interruption, activate before Tuesday, September 19, 2023. Activate x
‘ 0
B Search Current Mailbox Current Mailbox  ~
 Favorites Please read the document!
Inbox 1 Focused Other ByDatev T
- Repl % ReplyAll | —> F d
St s v Yesterday PhD Student <phddemotest@outlook.com> O Reply © Reply onar
ra— To PhD Student Thu 9/14/2023 7:05 PM
rafts
PhD Student 1] -
Deleted ltems 1 Please read the document!  Thu 7:05 PM ﬁ wind_stopxisx v
Hithere, Please read the 9KB
~phddemotest@outlook.com
Hi there,
Inbox 1
Drafts Please read the documents attached as soon as possible and sign them.
Sent ltems
Deleted Items 1 Thanks for your support in advance!
Archi
renive Best Regards,
> Conversation History Phd Student
Junk Email
Outbox
RSS Feeds
Search Folders
= o see . .
Items: 1 Unread: 1 All folders are up to date.  Connected to: Microsoft Exchange ﬁ — [] +  100%
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N3X0AHU KOH30/IHU CbObLEHMS OT 3/10BpeAHa nporpamMa

n WENGINEER: C:\Users\engineer\Downloads\mimikatz_trunk\xé4\mimikatz.exe "privilege:debug" "sekurlsa:logonpasswords" n \\ENGIMEER: C:\Users\engineer\Downloads\mimikatz_trunk\x64\mimikatz.exe "privilege:debug" "sekurlsa:logonpasswords” '

R

cuting mimikatz to get |
turning NTLM hash of dministrator: d144986c6122blb1654ba3
1 hash.
ord ready for injection: Administrator
ing to Engineering Workstation.

[+] Searching for PLC ta exploit.
[+] Running PLC has been identified.
[+] Downloading exploit from local C&C

cmd started on 192.168.

[+] Trying to connect to PL

[+] Connected to PLC Modbus Se

[+] Exploit has been tr d.

[+] Exploit has been succe

[+] Closing TCP connection to Modbus.
Press Enter to continue...

© 2023 TY-Codusa | EBreHn Crbes Kn6epcurypHoct B UHAycTpus 4.0 33



Deep Learning

Source: https://de.mathworks.com/discovery/reinforcement-learning.htmi

© 2023 TY-Codusa | EBreHn Crbes

machine learning

A

- .

unsupervised
learning

su.per'vised
Iear‘ning

reinforcement
learning

Kn6epcurypHoct B UHAycTpus 4.0
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Deep Learning
Reinforcement Learning

environment

agent
y

: rewards y
a : observations P N

Source: https://de.mathworks.com/discovery/reinforcement-learning.htmi
© 2023 TY-Codus | EBreHn Cnbes KnbepcurypHoct B UHaycTpusa 4.0 35
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Cb3paBaHe Ha TPEHNPOBBYEH CET N NU3MNMoJsi3aBaHE C pa3/iIMy4HN MOAETIU

[ } Data generation{ Training Set /' Pre-Processing

Data Cleaning

Data
Transformation

_

SVM Model
RF Model
BLSTM Model

Classification

© 2023 TY-Codus | EBreHn Cnbes KnbepcurypHoct B UHaycTpusa 4.0 36



Lazypredict

Objectives:

« Understand what AutoML is

« Apply LazyPredict to classification and regression problems
« Evaluate models’ performance from LazyPredict

It was found and removed

Accuracy Balanced Accuracy ROC AUC F1 Score Time Taken
Model
AdaBoostClassifier
LabelPropagation
XGBClassifier
RidgeClassifierCV
RidgeClassifier
RandomForestClassifier
LinearDiscriminantAnalysis
LabelSpreading
KNeighborsClassifier
BaggingClassifier
GaussianNB
ExtraTreesClassifier
ExtraTreeClassifier
DummyClassifier
DecisionTreeClassifier
BernoulliNB
LGBMClassifier

.Be
.88
. Be
. Be
.88
.88
.88
.88
.86
.Be
.88
. Be
. Be
.88
.88
.88
.88

.58
.58
.58
.58
.58
.58
.58
.58
.56
.58
.58
.58
.58
.58
.58
.58
.58

.58
.58
.58
.58
.58
.58
.58
.58
.56
.58
.58
.58
.58
.58
.58
.58
.58

. BB
.Be
. Be
.Be
.88
.88
.88
.88
.88
. BB
.Be
. Be
.Be
.88
.88
.88
.88

.83
.47
.13
.85
.a3

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
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Orange Framework

Objectives:

Get the best results from LazyPredict analysis
Further refine our dataset

Evaluate the performance of the three chosen models

Evaluation results for target

Y
Tree
(None, show average over classes) o
. A
Model AUC CA F1  Precision Recall
Logistic Regression 0.418 0.857 0.791 0.734 0.857
Random Forest 1.000 1.000 1.000 1.000 1.000
Tree

1.000 1.000 1.000

Logistic Regression % viem
\ Confusion Matrix
o ] 2
1.000 1.000 5 5
H
Random Forest (%% %
Random Forest — Precision and Prediction accuracy N
Data
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Remaining Data — I

Dat. o

ata DaeSolHE - A
L1l Data

CSV File Import Select Columns

Test and Score
Data Sampler
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MawunHHO o6y4yeHune c Colaboratory

Objectives:
« Create a Colaboratory instance with Anaconda Python Jupyter Notebook
« Apply Random Forests classification algorithm for additional testing
« Evaluate test model performance
« The Random Forests classification algorithm demonstrates impressive accuracy
rates of ~98% for our dataset
« In the Random Forests, each branch node represents a single feature
iarmcHRsauiodion (X

C i @ hitps:/fcolab.research.google.com g Lo @ =

£ MyFirstColabNotebook.ipynb
File Edit Wiew Insert Runtime Toolz Help

B cOMMENT A% SHARE o

CODE [ TEXT 4 CELL % CELL o Y N

[4] import torch

convid

convid

cogine_smbedding loss
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MawunHHO o6y4yeHune c Colaboratory

Classical detection based on

ip.checksum -

1 1 — the origin of the IP address

Drawbacks: An attacker can
o simulate an attack from internal
1 1 network device and thus

top.hdr_len - 1 1

making such kind of detections

wp.flags syn - 1 1 o7 1 -0.8 . .
tcp.flags.reset - 1 I n Va I I d

tcp.flags.push - 1

tcp.flags.urg -

tcp.flags.cwr -
tep.window_size - 1
tcp.checksum - 1 -0.7

tp.urgent_pointer -

D ; Detection based on the Modbus

mtcp.trans_id - 1 1 1 1 1 1 I
— protoco
mbtep.len - 1 1 1 1 1 1

simulate data poisoning or
evasion techniques and evade
iR iddiiiiiGdiiiiEidiitattiints detection or the ML detection

A EER | P can disrupt real industrial
process by mistake

mdhm:cpt: n 5 S B o5 — Drawbacks: An attacker can

top flags.cwr
mibtep.unit |
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https://gandalf.lakera.ai/
Demo

Your goal is to make Gandalf reveal the secret password for each
level. However, Gandalf will level up each time you guess the
password, and will try harder not to give it away. Can you beat level

77 (There is a bonus level 8)

(LVL 1)

Ask me for the password and I'll happily answer!
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Jobpun npakTnkun 3a 3awmTta Ha (ICS) / SCADA
[TfpeagoTBpaTABaHe Ha aTaku

3annaxuTte 3a nHaycTtpuanHute cuctemun 3a KoHTpon (ICS) / SCADA 4ecTo ce BbPTAT OKO10 NPEKBCBAHETO HA KPUTUYHM
eHeprunHmn ycnyrm. Hanagatenurte BKAOYBAT AbpPXKaBU, NPECTbMNHM OpraHmn3aumm U YOBELLKN rPELLKK, HO He ce
orpaHu4yaBaT A0 TAX. HanagatenuTe OoT AbpXaBHU CTPYKTYPU YECTO Ce CbCpeaoTodaBaT BbpXYy LIMNMOHaX, Kpaxba Ha
WHTEeNeKTyasiHa CO6CTBEHOCT UNN NpeaBapuUTENHO NO3MLMOHNPAHE Ha 3/10BpeaeH codpTyep 3a NpekbCBaHe Ha
MHdpPaCTpyKTypaTa Ui BepuraTta 3a eHeprmmHun AoctaBkun. MNpecTbnHUTE OpraHnU3aunm 4YecTo Haco4dBaT AENCTBUATA CU KbM
NMYHa nHdopmaumnsa n kpaxba Ha AaHHM C Uen nedanba. YoBelwKUTE rpeLlKn CbLLOo NpeacTaBasaBaT 3anjaxm 3a BepurmTe 3a
AOCTaBKWN Ha eHeprumHmns ceKTop nopaau nunca Ha oby4deHne 3a 0CBEAOMEHOCT Mo KnbepcmurypHoCTTa, Kato Hanpumep
CNY>KUTEN, KOWTO He ycnsBa Aa 3aluTn AaHHUTE WU KJIMKBA BbpXYy NpukadeH dann BbB PUWIKMHE Menn. HaManssBaHETO Ha

PUCKOBETE 3a EHEPIMNHUSA CEKTOP M3UCKBA MHTErpMpaH Noaxos 3a HamasnsiBaHe Ha pMCcKa, 3a Aa Ce 3aliuTu U OCUTypU
HaZleXAHa 1 yCToM4YMBa Bepura 3a I0CTaBKM Ha eHeprus.

KubepcurypHoct
B
WHAYCTPUANHOTO
npegnpuaTue

MpexoBa
KnbepcurypHocT

NHTerpuTeT Ha
3awumTa B Abnb60oUYMHa cucremuTe
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Jobpun npakTnkun 3a 3awmTta Ha (ICS) / SCADA
[TfpeagoTBpaTABaHe Ha aTaku

e [106pK NpakTuKn

¢ OauT N Nperne Ha NPakKTUKUTE 3@ CUTYPHOCT Ha AOCTaBuYMLMUTE

e BHeApsiBaHe Ha CUCTEMM 3@ OTKPMBAHE Ha KpanHW YCTPONCTBA, peakuus npu MHUMAEHTU, ynpaBneHune
Ha KOPEKLUWU U CUCTEMU 3a YrnpaBneHne Ha MHdopMaumsa 3a CUrypHocTTa U cbbutnsa (SIEM) Ha
YCTPOMCTBaA 3a HaMansiBaHe Ha puUcka

e /I30/1MpaHe Ha KPpUTUYHU CUCTEMM, YdYacCTBaLLUM B NPON3BOACTBOTO Ha KPUTUYHM 3@ 06LLECTBOTO
NpoAYKTU

e OrpaHuyeTe A0OCTbMNA A0 AOKYMEHTU U CUCTEMU Ype3 NMpunaraHe Ha NOSIMTUKN 3a KOHTPON Ha AOCTbNa

e laeHTUdUUNpPAHE HA OTTOBOPHUTE CAYXUTENN 3@ KPUTUYHU aKTUBMU

e [lebHMpaliTe NnporpaMa 3a yrnpaB/ieHMe Ha UHAYCTPMANHN YS3BMMOCTM, 3a Aa OTroBapsTe Ha Hali-
no6puTe NpakTUKKU U Aa HaManuTe NOBbPXHOCTTa Ha aTakaTta

e[lpnBexaaHe B CbOTBETCTBME CbC CTaHAApPTUTE 3a KnbepcurypHocT Ha IEC 62443 u cneunanHaTta
nyébnukauma Ha NIST
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BUOEO
OEMOHCTPALUA
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bnarogapsa 3a BHUMaHMeTO!

KoHTakTn

TenedooH: +49 (0) 1515 517 6463
Nmenn: evgeni.sabev@gmail.com

I l"-H
LinkedIn: https://www.linkedin.com/in/evgeni-sabev/ . 3' I I g
.- I.I lI
.I
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